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Biological Threat Detection via Host Gene
Expression Profiling
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With the increased threat posed by biological weapons,
detection techniques for biothreat pathogens are criti-
cally needed to monitor and assess the severity of the
illness once exposure has occurred. Current approaches
for detecting biological threats are either time-consum-
ing or highly specific but provide little information
regarding pathogenicity. Genotyping of pathogens by
PCR provides a fast and definitive means for identify-
ing pathogens, but reliance on pathogen genotypic end-
points has several limitations. Current progress in DNA
microarrays technology provides an alternative way to
address the issues faced by traditional detection systems
through host gene expression profiles of peripheral
blood cells. We discuss the advantages and critical
issues facing the use of host gene expression profiling
for biological threat detection.
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The task of detecting biological threats is far more com-
plicated than monitoring for other weapons of mass
destruction. Measuring and quantifying radiation and
chromatographic profiles indicative of nuclear and chem-
ical threats, respectively, are relatively straightforward
compared with the detection of biological weapon threats
amid the tremendous biological background that com-
prises our environment. Most of the current biological
warfare and environmental agent detection systems in
field use or under prototype development rely on struc-
tural recognition approaches to identify anticipated
agents or rely on “gold standard” culture conditions. Such
assays, based primarily on antibodies, are highly specific
for anticipated targets but provide only partial informa-
tion concerning the pathogenicity of the threat. Current
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systems the military has implemented for threat identifi-
cation have performed with limited success. In fact, the
Pentagon Inspector General has criticized the “Joint Bio-
logical Point Detection System” for erratic limited perfor-
mance (1). In addition, it is unclear how such an approach
is applicable to the civilian population, where mass de-
ployment of point detectors is not a feasible solution.

Even with ideal detectors, proximity to a biological
threat does not guarantee infection or illness. For threats
such as Bacillus anthracis, the ability to preemptively treat
individuals who were near dissemination sources with
antibiotics is an option, if the dissemination source can be
identified. Of further concern, a report has been published
of a B. anthracis vaccine strain that had been engineered by
Russian scientists to resist tetracycline antibiotics (2),
raising the possibility that a quinolone-resistant B. anthra-
cis could emerge as a biological weapon threat. Thus, not
all biological threats can be treated as readily as during
recent events, and there is a critical need to be able to
quickly discern those individuals who are ill as a result of
a bioagent etiology and to yield insight to the severity of
illness.

Current Biological Threat Detection Systems

The archaic boundaries demarking detector and diagnos-
tic domains may have been suitable in the past when the
signatures of chemical and nuclear weapons of mass
destruction were readily distinguishable over the envi-
ronmental background. The reality of biological threat
detection is that the best (and most definitive) monitors
for exposure are currently the soldiers in the field or the
civilian population. Given this reality, there are several
critical technology gaps in our ability to detect illness
before the onset of clinical symptoms and to perform
quantitative predictions of disease outcomes.

In general, genotypes are considered to provide defin-
itive means for identification and characterization of
pathogens. In fact, PCR assays such as the R A.P.ID. (3)
and the Cepheid SmartCycler® (4) have gained increasing
attention from the Department of Defense as a basis for
pathogen detection. Still, reliance on pathogen genotyp-
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ing faces many problems. One problem is that PCR
approaches are susceptible to contamination such that
bacterial DNA can be readily detected in clinical speci-
mens from sterile sites of healthy individuals (5). A
second problem is that PCR assays do not address the
viability issue. The bacterial or viral DNA could be
amplified even after a loss of viability to induce infection
and disease. The third problem is that some pathogens
induce disease via toxins such that clinical samples may
not necessarily harbor genotypic information related to
the causative pathogens; examples include botulinum
toxin and superantigen toxins. The fourth problem is that
genetically engineered biological threats could easily con-
found health surveillance based on genotypes. For exam-
ple, modified mousepox virus with an interleukin-4 gene
was shown to induce unexpected lethality in mice usually
protected from mousepox via vaccination (6). In this
respect, monitoring of host gene expression response may
be the only useful and relevant means of detection,
especially because interleukin-4 is not considered to be a
virulence factor that one might consider in a genotypic
analysis. The fifth problem is that bacterial populations
are subject to genome diversification that involves the
transmission and acquisition of exogenous genetic mate-
rial, producing varying abilities to cause infection and
disease (7). The sixth problem is that the kinetics for
pathogen clearance and disease symptoms may not man-
ifest concurrently. For example, invasion in the central
nervous system by Venezuelan equine encephalitis virus
follows clearance from the periphery in a short time span.
Thus, the time window where clinical genomic markers
and signs are present is very short (8, 9).

Use of DNA Microarrays for Gene Expression Profiles
The substantial progress in the field of molecular biology,
including automated gene sequencers, industrial use of
the PCR, and results from the Human Genome Project,
has yielded microfabricated arrays of specific cONA or
specific oligonucleotide sequences. A single microarray
contains a vast amount of DNA information. Emphasiz-
ing the specificity of this technology, Andreadis et al. (10)
showed that even exposure to different y-aminobutyric
acid A receptor antagonists induced gene expression
patterns in cultured rat cortical cells that could be differ-
entiated with the gene microarray. With the use of these
arrays, gene expression can be analyzed using thousands
of probe DNA sequences where detection can be accom-
plished. This approach provides a very powerful tool to
conduct a vast number of assays simultaneously.

The recent literature shows that gene array technology
has been used to gain a clearer understanding of cancer
(11-13), Huntington disease (14), and pulmonary fibrosis
(15). Gene expression profiles resulting from exposure to
cholera toxin (16) have been reproducibly identified in a
human colon cell line in vitro. With respect to pathogens,
gene arrays have been used to monitor changes in fibro-
blast gene expression subsequent to infection with cyto-
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megalovirus (17) and Toxoplasma gondii (18 ). Gene expres-
sion changes resulting from exposure to rotavirus (19)
and a laboratory strain of HIV-1 (20,21) have been
reported in a human intestinal cell line and in a CD4+-
transformed cell line, respectively. More recently,
Chaussabel et al. (22) reported that macrophages and
monocyte-derived dendritic cells exposed to Mycobacte-
rium tuberculosis and to phylogenetically distinct proto-
zoan (Leishmania major, L. donovani, T. gondii) and hel-
minth (Brugia malay) exhibited discrete gene expression
signatures associated with each infectious agent.

For diagnostic purposes using microarrays, peripheral
blood mononuclear cells (PBMCs) have been suggested as
a cellular vehicle for assessing host responses. Boldrick et
al. (23) recently elucidated gene expression profiles in
PBMCs resulting from exposure to bacteria and bacterial
toxins, showing qualitative and quantitative differences
among Bordetella pertussis, Escherichia coli, and Staphylococ-
cus aureus. Nau et al. (24) reported that pathogen-specific
responses were also apparent in the macrophage expres-
sion profiles. In addition, gene expression patterns result-
ing from in vitro exposure of human PBMCs to HIV (25)
and measles virus (26) have been reported. It has been
suggested that with gene arrays, biological agent-induced
changes in cellular gene expression can be identified,
perhaps yielding a profile of biomarkers that may distin-
guish one agent from another or degrees of pathogenicity
of classes of agents (5). The positive findings from these in
vitro studies suggest that it may be possible to design an
immune-cell-based biosensor relying on changes in RNA
transcript concentrations or protein expression as quanti-
tative endpoints for detection. Recent work with animal
exposure is also promising, which suggests that a select
set of genes expressed in PBMCs can yield potentially
distinct profiles useful in distinguishing exposure to a
biological threat (27).

Advantages and Disadvantages of Host Gene Expression

Profiling as a Biothreat Detection System
It is apparent that our technical inabilities to rapidly
detect illness and make predictions of disease outcomes
may be addressed through a comprehensive examination
of host gene expression profiles of PBMCs or from whole
blood in response to biological threats. In this approach,
health surveillance would be achieved based on how the
host or individual experiences a pathogen. Although
PBMCs do not necessarily constitute physiologic end-
points for pathogen interaction, these cells have the ad-
vantages of widely interacting with many of the target
systems of pathogens and constituting accessible clinical
samples.

Although the generation of an extensive database
containing expression profiles can be accomplished, the
question of how to mine these datasets becomes para-
mount. At this time, no clear consensus on analysis
techniques has emerged for making use of host gene
expression profiles. Major roles for bioinformatics include
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the identification of patterns associated with responses to
pathogens and the capacity to perform profile quantita-
tive matching of novel records to a library of definitive
response profiles.

Efforts in functional genomics related to cancer re-
search have yielded major successes in the pursuit of gene
expression signatures. Approaches for gene expression
analysis, such as time-series analysis, pattern discovery,
clustering, and class prediction, have been recently re-
viewed (28). Expression-based criteria or class predictors
have been defined based on neighborhood analysis (29), a
supervised method based on a subset of genes whose
expression strongly correlates with specific classes, as
well as Bayesian regression models (30) and artificial
neural networks (31). These predictors were successfully
used to classify novel samples in a manner consistent with
clinical assessments. In fact, classifications based on gene
expression alone or class discovery have also been dem-
onstrated, suggesting that gene expression profiling has
the capacity to identify subtypes that have not been
previously defined (29). Although these results are prom-
ising, one should note that many of the previously con-
ducted cancer line gene expression analyses are one-
dimensional; in contrast, a host expression profile evoked
by pathogen exposure would be expected to be temporal
and may also exhibit dose dependence. Comprehensive
sets of gene expression profiles that explore temporal and
dose ranges for pathogen exposure must be produced to
map the continuum of gene expression changes.

One major question concerns the ability to distinguish
early gene response to a large dose of a biothreat agent vs
a late response to a small dose. With well-conceived and
structured studies, it is possible that valuable information
can be gained by assessing gene expression profiles over
two or more time points. Such derivative information may
allow the differentiation of an early response to a large
dose vs a late response to a smaller does.

When using human gene expression profiles for the
purpose of detection and diagnosis, a good understand-
ing of normal variation from a diverse healthy control
population is required. In fact, Whitney et al. (32) re-
ported that gene expression profiles in the blood of
healthy individuals showed high consistency in the pat-
terns. The variation in the gene expression patterns was
associated with the difference in the cellular composition
of the blood sample and with gender, age, and time of
day. The ability to recognize systematic variation in
human blood provides the feasibility of using gene ex-
pression profiles in peripheral blood as a basis for bio-
threat detection. Furthermore, the variances among gene
arrays also need to be taken into consideration. Using the
same human-derived sample, our group has examined
the variation in signals among gene arrays (33). For both
radioactively labeled membrane arrays and, more re-
cently, single-color high-density microarrays, the mean
CV for gene signals was ~25%. Although this seems
noisy, the strength of the approach is based on the large
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numbers of genes used to perform classification. The chief
source of variation does not appear to be differences
among chips, but rather from the operators and reagent
activity. In fact, it has been known among gene chip
laboratories that clustering techniques applied to consis-
tent types of samples from different laboratories can
identify operators/laboratories. For this reason, automa-
tion of sample processing is critical for gaining data
uniformity.

One attractive alternative is to examine technologic
advances in pattern recognition from other fields where
the processing and interpretation of hundreds of thou-
sands of multiparametric data records have been success-
fully implemented. These areas include face recognition
(34, 35) and radar signal discrimination (36).

With a comprehensive database, it will be interesting to
assess the degree of differentiation by gene expression
analysis for particular pathogens. In fact, recent work by
Chaussabel et al. (22) showed unique gene expression
profiles associated with phylogenetically distinct patho-
gens in human macrophages and dendritic cells. Never-
theless, one should remain cautious. We speculate that
gene expression profiles will impact the classification of
pathogens but that specific assays such as those that
provide pathogen genomic sequence information will
provide a definite basis for differentiation.

Although use of host gene expression profiling as a
biological threat detection system may provide more
definite information regarding pathogens, the major lim-
itations facing the use of host gene expression profiling as
a diagnostic tool involve sample collection and the time
required to process a microarray assay. Indeed, with the
emergence of clinical blood collection tubes that allow for
the preservation of RNA samples derived from blood
(37,38), the systematic acquisition of meaningful gene
expression values can be achieved. In practice, the blood
sample required to provide sufficient RNA analysis can
be achieved with as little as 2.5-10 mL of whole blood
based on our experience and recent work by Whitney et
al. (32). Still, most gene microarray hybridization steps
require hours rather than minutes, an undesirable and
perhaps intolerable delay for evaluation of exposures to
potentially lethal biological agents. It is necessary that
once libraries of gene expression profiles have been gen-
erated with use of whole-genome microarrays, subsets of
meaningful genes would be used as alternative means of
detection. Alternatives include bead array technologies
(39, 40) and microelectronic array devices (41, 42), which
yield information in seconds or minutes rather than hours
or days, that allow for rapid estimation of gene expres-
sion. For example, by applying a positive charge at
electrode contacts, microelectronic arrays make use of the
fact that DNA molecules have a net negative charge to
concentrate the molecule to the desired location and
accelerate hybridization, which is considered to be the
rate-limiting step.
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In conclusion, to achieve the vision of accomplishing
predictions of health status based on host gene expres-
sion, several goals must be realized. It is important to
understand that gene expression experiments convention-
ally performed in academic laboratories represent snap-
shots of a limited set of uniformly sampled time points
after exposure and particular “doses” of pathogen. Com-
prehensive sets of gene expression profiles that explore
temporal and dose ranges for pathogen exposure must be
produced to map the continuum of gene expression
changes. Highly coordinated research activity across
many laboratories will be required to generate these
profiles with standard operating protocols, which should
include a common platform that has the capacity to
eventually become an approved diagnostic tool. The
collected gene expression data profiles could then form
the basis of a massive library that could be mined with
tools capable of quantitatively seeking similarity with
novel data sets. These tools could be implemented for use
on web-accessible, secure interfaces that can expand to
accommodate tens of thousands of data records.
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